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Summary: Autonomy and Privacy with Open Federated Virtual Assistants

Large platforms pose threats to individual privacy not only because of the information
that they collect and control, but also due to their market dominance, resulting in no mean-
ingful alternatives. We propose an open, federated virtual assistant, called Almond, to de-
centralize our computing ecosystem and offer users autonomy and the protection of privacy.
This proposal gathers together experts in natural language processing, machine learning,
distributed languages and systems, knowledge engineering, security, human-computer in-
teraction, and crowdsourcing to create the world’s best virtual assistant and a thriving
open distributed computing ecosystem by 2023.

Keywords. [Distributed Systems, Compilers and Programming Languages|, [Applica-
tion Services|, [Security], [Machine learning], privacy, human-computer interaction, open
competition, virtual assistants.

Intellectual Merit. We propose to connect all the online services and IoT devices into
an inter-operable programmable web. This is achieved with: (1) An open, crowdsourced,
universal encyclopedia containing all the public APIs in the world called Thingpedia. These
APIs are invocable both at programming and natural language levels. (2) A high-level
personal-web language called ThingTalk that lets users connect their accounts on multiple
internet services by leveraging Thingpedia, shares any internet resource with anybody with
fine-grain control, and controls how a resource can share data with third parties.

We propose to let consumers control their personal web using natural language. We will
create a deep-learning neural network, called LUInet (Linguistic User Interface Network)
to translate natural language into ThinkTalk. LUInet will understand how to operate the
world’s digital interfaces.

Privacy with fine-grain access control is provided through federated virtual assistants.
Our virtual assistants will be open-source, so users can own or choose a host for their
personal data. Sharing with privacy is implemented as secure distributed execution of
ThingTalk programs. Control of sharing between services and third parties is provided by
(1) smart contracts, written in ThingTalk for human-interpretability and (2) an auditable
and indelible log of contracts and transactions by using an efficient blockchain based on
federated byzantine agreements.

We will apply and validate our technology in (1) a smart building research project that
collects personal information to study how architectural designs affect our wellbeing, and
(2) a deployed health care sharing system with hospitals. We will create the knowledge
bases of the open virtual assistant by organizing the largest-scale computer science research
project using our Crowdresearch platform. This will broaden participation in computer
science to diverse students.

Broader Impact. Virtual assistants, such as Amazon Alexa and Google Home,
threaten to become the largest platform monopoly that sees all personal data and con-
trols access to the web. Almond offers not just an open-source alternative, but a more
powerful one as it is natural-language programmable and protects privacy through federa-
tion. Natural-language programming expands the utility of computing to ordinary people,
reducing the programming bottleneck. Service providers can use our open technology to
create linguistic interfaces to their products, build inter-operable virtual assistants and
skills. Our broadening participation program teaches the younger generation technology,
research, and the importance of privacy.



1 Introduction

There is growing awareness in both the U.S. and in the E.U. that large platforms pose
threats to individual privacy not only because of the information that they collect and
control, but also due to their market dominance. For example, the social networking mar-
ket is dominated globally by Facebook, which has no meaningful competition today in
most countries. The implementation of the General Data Protection Regulation in the EU
mandates that “[t]he data subject shall have the right to receive the personal data con-
cerning him or her, which he or she has provided to a controller, in a structured, commonly
used and machine-readable format and have the right to transmit those data to another
controller without hindrance from the controller to which the personal data have been
provided.” This provision represents the first systematic attempt to address by structural
means the existing dominance large platforms have over personal information. Relatedly,
during the Fall of 2018, the U.S. Federal Trade Commission is seeking public comment
and holding hearings on questions of whether market dominance in digital marketplaces is
posing a threat to consumer privacy.

Recent advances in Internet of Things (IoT) devices and advanced machine learning will
be generating even more valuable and private information about individuals. In particular,
the health care industry is among the fastest to adopt the Internet of Things. According to
a report by McKinsey, spending on the health care IoT solutions will reach a staggering one
trillion by 2025. Collecting data from [oTs and converting the data into actionable insights
can greatly improve the quality and effectiveness of service, bringing especially high value
for the elderly, patients with chronic conditions, and those requiring constant supervision.
But managing IoT data in the healthcare domain must be HIPAA compliant to ensure
both system security (no erroneous actions triggered) and data privacy (no personal health
information leaked). Virtual assistants were introduced recently to help users manage their
IoT device and services. Would Alexa or Google Home evolve to become the dominant
platform that collects and controls all the IoT devices and services? This proposal aims
to create a new technological foundation that shifts the power from dominant, centralized
services to individuals and protects privacy with a decentralized architecture. Our goal
is to research the fundamental technology, to develop open software, and to work with
industry to create a commercially viable ecosystem built on a decentralized infrastructure
foundation.

1.1 Vision of a Personal Natural-Language Programmable Web

The key to a platform’s success is to attract consumers with more capability and a better
user experience. Our vision is to unify all the disparate digital assets into one inter-operable
web. We create an open-source virtual assistant that lets consumers use natural language
to independently control, connect and use all their IoT services and devices easily, and
share any of their information with fine-grain control, without disclosing information to a
third party. This is far better than today’s services where consumers are typically forced
into take-it-or-leave-it relationships with companies where their only option is to consent
to a company’s terms or opt to not use a product or service.

We have built a prototype virtual assistant that demonstrates the feasibility of our
approach called Almond[11,12]. Let us illustrate our vision with the example of an asthma
patient, called Bob. Here, Bob is using the open-source Almond that runs on his home
server. Bob is using an IoT inhaler; to find out the locales that cause him breathing



problems, he can tell Almond “when I use my inhaler, record my GPS location on Box in
InhalerLog”. In case of emergency, he tells his assistant “let my Dad know if I am taken
to the hospital”. Bob’s assistant is constantly monitoring his location, and his Dad is
informed of the location only when necessary. In the meantime, Bob’s doctor, Dr. Smith,
tells Bob’s Almond to “let him know if Bob’s peak flow-meter drops below 180L/min”.
Bob grants the permission, and Dr. Smith can monitor Bob’s health continuously and
efficiently. He can also tell Bob’s Almond to “warn Bob when the Air Quality Index is
above 500 and he is running.” All these sentences are directly translated into code and run
on Bob’s home server without a third party seeing any of the data.

We use this example to illustrate that individuals have many different needs and in-
terests, and there are many sources of data that can be used to improve their lives. With
the architecture that we propose, individuals can control digital assets and have custom
code generated from their natural language commands. This reduces our dependence on
commercial software, which typically has only been developed for the most profitable use
cases, often with the goal of collecting and controlling user data.

1.2 Intellectual Merits

This research lays down a new distributed computing infrastructure to give control of
personal data back to individuals. Whereas systems research in the past focuses mainly on
single services, this research is about the interplay between all the different internet services
and how to help consumers manage all the different resources. This project creates an inter-
operable web of internet services, and lets consumers program them in natural language. To
protect privacy, we deliver this technology to consumers as open-source virtual assistants
that can be run on local devices. Easy sharing, while protecting privacy, is supported via
decentralized assistants and decentralized block chains.

Too many decentralized systems in the past lack the usability to attract users. To
make a real impact in practice, we need to deliver to users new capabilities, a better
user experience, and protection of personal data all at the same time. To satisfy all
these considerations at the same time, we need cross-disciplinary research in the areas of
distributed systems and programming languages, natural language and machine learning,
human computer interaction and crowdsourcing, knowledge engineering, security, as well
as consumer privacy law.

1. Inter-operable web of loT devices and services. Today consumers are inundated with
data from numerous online accounts and IoT devices. Especially with IoT devices
generating high volumes of real-time data, we need a programmatical way to consume
the data and react accordingly. This research connects all internet services into an
inter-operable programmable web. We will create an open, crowdsourced, universal
encyclopedia containing all the public APIs in the world called Thingpedia. The
representation of this knowledge base is designed to support inter-operability both
at the traditional programming level as well as at the linguistic level.

2. ThingTalk: a personal-web programming language. To give individuals autonomy
over their own assets on the web, we introduce a new class of formal languages for
programming the personal web. We propose the language ThingTalk to let users take
full advantage of all their assets described in Thingpedia. Using this language, the
user can succinctly connect internet resources into event-driven processes with just
one line of code. They can control who, what, when, where, and how their data is



to be shared. In addition, they can specify the circumstances under which a service
holding users’ data can share with a third party.

3. Natural language (NL) for the personal web. We wish to empower non-developers
to use natural language to control their personal web. This research develops deep-
learning neural models to automatically translate natural language into ThingTalk.
Our model, called LUInet, needs to understand the world’s of digital interfaces, as
collected in Thingpedia.

4. Sharing with privacy through federation. Sharing between consumers is supported
mainly by centralized services that claim ownership of users’ data. This research
develops a federated virtual assistant architecture that lets users share everything
they own on the personal web easily, while not losing data ownership. Sharing
is supported by securely executing ThingTalk programs over a secure Distributed
ThingTalk Protocol. In addition, we allow users to control how a service provider
can share their personal information to third parties. The smart contracts are writ-
ten in ThingTalk, because of its natural language interpretability, and are kept on
an efficient blockchain, based on federated byzantine agreement, for auditability.

5. Crowdresearch for social good. Because of the need of an expansive knowledge base
of APIs and natural language utterances, virtual assistants require a research and
development effort that few companies can afford. Thus, to create a decentralized
computing ecosystem, the world also needs to know how to decentralize the research
and development effort. We hypothesize that for virtual assistants, once we determine
the right APIs and data representations, we can crowdsource the contributions from
students. We will research how to organize students into the largest-scale research
team to create the most knowledgeable virtual assistant. We will use this opportunity
to broaden participation among diverse high-school and college students and teach
students about technology, research, and the importance of privacy.

1.3 Project Validation

To fully understand if our technology can serve a real need for consumers, we will perform
three end-to-end experiments with real scenarios:

1. We will validate our proposal that federated virtual assistants can address consumers
need to share their internet resources with access control while preserving privacy.
We will use the crowdresearch platform to conduct this experiment, with the help of
thousands of students.

2. Many research projects require the acquisition and analysis of highly-sensitive per-
sonal data, and it is paramount to obtain user permissions and to safeguard the
privacy of information. To study Almond for such use cases, we will work with
a cross-departmental research team at Stanford to evaluate the effects of building
design on occupants’ wellbeing.

3. Big data analytics is poised to revolutionize health care; to fully reach its potential,
however, we must give users the ability to dictate how their personal health data are to
be shared. We will apply Almond in helping patients share their EHR in emergencies,
and to manage the IoT pillbox device data to improve medical adherence.



1.4 Broader Impact

All the technologies developed in this project will be made available as open-source, allow-
ing the industry to create a wide variety of competitive products. They include: Thing-
pedia, which contains all the public programming and linguistic interfaces of public APIs;
a new personal-web language called ThingTalk, which can be used to develop apps that
protect privacy; and LUInet, deep neural models for translating natural language into for-
mal languages using Thingpedia. We will make available to the public a fully working
open-source virtual assistant that protects privacy.

Together with the ThingTalk dataset, we expect that Thingpedia will make an impor-
tant contribution to research natural language processing. Just like Wikipedia is the go-to
knowledge base for open question answering [89, 69} 65, 93], and Freebase used to be the
preferred knowledge base for structured query generation [8,/9,50], we envision Thingpedia
as the best open knowledge repository to study what users want to “do” with their devices
and on the Internet.

These technologies can be used to create competitive general-purpose or special-purpose
virtual assistants, such as ones for hotels or cars. They can be used to build linguistic user
interfaces for their apps and skills. The virtual assistant architecture can also be used in
corporations to let employees automate their jobs.

The distributed virtual assistant infrastructure we develop in this project can support
a wide variety of interesting research projects. We will run the largest-scale computer
science research project that engages not just college students, but high-school students as
well. Students will learn and experiment with the inter-operable web of IoT devices and
services, natural language processing, and machine learning, decentralized systems, and
the importance of privacy.

1.5 Team

To reach the goals of creating a useful system and a thriving ecosystem, we need a team
whose expertise covers all the different disciplines and can work closely together. Thus, our
core team consists of faculty all from the same institution (Stanford): Michael Bernstein
(human-computer interaction, crowdsourcing), Dan Boneh (security, cryptography), Mon-
ica Lam (programming languages, distributed systems), James Landay (human-computer
interaction), David Mazieres (distributed systems, blockchain technology), Chris Manning
(natural language processing, machine learning), and Chris Re (knowledge engineering,
machine learning). Many aspects of this project requires making advances in multiple dis-
ciplines at the same time, we expect many of the students in the project will be jointly
advised.

2 Research Rationale

2.1 Commercial Virtual Assistants

The virtual assistant will likely become our biggest threat to privacy and open competition
in the future. The fast adoption of virtual assistants in recent years is a testimony that
it addresses an important consumer pain point: it is tedious to manage or operate all the
different digital services. Virtual assistants offer a uniform, language-based interface to the
large number of accounts to web services and IoTs that we all have. As an intermediary
between consumers and the internet, as well as having access to all our accounts, they can



offer the most frictionless services. They are in the best position to promote a wide variety
of services, such as offering banking services to users with the best credit ratings. Virtual
assistants, when mature, are a threat to all companies selling to consumers, from music,
grocery, retail, travel, health, finance, and all IoT manufacturers.

The virtual assistant is our interface to the linguistic web, just like the browser is our
interface to the graphical web. Today, Amazon Alexa has a repository of 40,000 skills
and Google Home has 1 million functions. We are witnessing the creation of a closed,
proprietary web, reminiscent of the walled garden of AOL.

Today’s virtual assistants let us use voice to perform the same operations as we can with
GUIs. They use a repository of skills, or intents, that specify how a verbal command is to
be dispatched to a particular service. For example, “ask Weather.com to get the weather”
is matched to an API call to Weather.com which can read out weather report. These
assistants play the role of dispatch, similar to how a browser would take users to the page
of interest. Intents are not adequate to create a programmable, inter-operable web. The
repository is missing the information on the result parameters, so it cannot inter-operate
across functions. For example, it cannot be used to accomplish tasks that connect multiple
servics, such as reminding us to bring an umbrella whenever rain is forecast the next day.

We hope to leapfrog over existing virtual assistant technology by letting users auto-
mate higher level tasks. Especially with IoTs generating real-time data continuously, it is
important that consumers do not have to be in the loop to read every result. We here pro-
pose to develop this technology in the open domain to help promote an open, competitive
ecosystem.

2.2 Inter-Operability with Open, Crowdsourced Thingpedia

We have an opportunity right now to prevent the linguistic web from being owned and
controlled as proprietary platforms.

First, we take advantage of this paradigm shift to unify all the individual commercial
services into an inter-operable web. The Thingpedia representation captures the entire
signature of APIs, not just the intents with input parameters as in Alexa and Google
Home, but also the result parameters. It captures it both at the coding level, as well as
the natural language level. Having the right data representation makes a big difference,
because our representation creates an inter-operable web, which users can program in
natural language, thanks to our personal web languages and natural language translation.

Second, because of GDPR regulations, companies are required to make all their data
available to the owners, and we are no longer limited by the public APIs supported. By
entering information on how all released data can be accessed into the publicly available
Thingpedia, this opens up access to everybody and every company.

Third, we need an open repository of APIs. Consumers are not well served with pro-
prietary platforms. Just like how Wikipedia attracts contributions from every corner of
the world, we expect Thingpedia to attract contributions for every big and small online
services that wish to be accessible linguistically. Just as Wikipedia has become larger
than any proprietary knowledge base, it is possible for Thingpedia to do the same. Many
companies are threatened by the proprietary virtual assistants, Thingpedia can potentially
attract contributions from companies who see value in an open linguistic web.

Fourth, because Thingpedia is open, and our representation subsumes that of Alexa
and Google Home, we offer the skill writers a practical advantage. They just have to enter
the information once, and their skills can be made available on Alexa, Google Home, as



well as Almond. If run on Almond, their skills can inter-operate with others, which offers
a great benefit to users. This portability, in addition to more natural language processing
support, also entices contributions to Thingpedia.

2.3 ThingTalk: an NL-Interpretable Personal Web Language

The demand for consumers to connect online services and IoT devices together was first
demonstrated by IFTTT [1], which is a website that lets users describe IF-This-Then-
That recipes. For example, “if my checking account has less than $100, send me an email
message”, or “if I change my profile on Facebook, change my profile to the same picture in
Twitter”. So far, 75 millions of recipes have been created using a wide variety of internet
services, demonstrating the wide applicability of this simple construct. However, IFTTT
does not have a formal language, nor does it have a natural language interface. Users have
to configure the recipes using a menu-driven interface. Furthermore, IFTTT yet another
proprietary centralized service; all the contributed APIs are proprietary, and users have
to give IFTTT their credentials to use the recipes. The recently released Apple shortcut
packages up the IFTTT graphical user interface.

The IFTTT service suggests a powerful abstraction. Users register all the devices and
services and give their credentials to a smart agent. Users can simply specify the func-
tionality of interest, and the smart agent handles authetication, management of passwords,
internet connections, callbacks, polling, notifications, and routing all the data. This ab-
straction inspires the design of ThingTalk.

ThingTalk is a new class of language designed for individuals to manage their personal
web. All the commands are assumed to be applied to their personal devices that users have
logged into. This is a great departure from typical scripting languages designed to handle
many different users accounts on the servers. It is designed to work with Thingpedia.
It allows users to create event-driven code involving multiple internet services, control
fine-grain access, and grant the rights to share with third parties. We need the power of
languages to cope with the large number of publically available APIs, as a GUI interface
is too clumsy. ThingTalk is easy to learn because of its high-level semantics. It has a very
simple control construct but it is powerful because its large library of Thingpedia, which
contains functions familiar to consumers, such as tweeting, posting on Facebook, or playing
YouTube videos.

Virtual assistants are all based on natural language inputs. ThingTalk provides an
important abstraction in natural language understanding for virtual assistants:

1. Carrying out natural language commands can now be separated into two steps: trans-
late the natural language into a program in a formal personal-web language, and
execute the translated program. This separates the concern of natural language pro-
cessing and implementation of the language.

2. The high-level semantics of ThingTalk makes translation from natural language fea-
sible. It also gives a well-defined semantics to natural language utterances.

3. It is possible to translate the program back to natural language. Natural language is
ambiguous. We can ensure that the natural language is translated correctly, by read-
ing the program back to the user in natural language, and asking the user to confirm.
This makes these personal-web languages suitable for writing smart contracts; the
code can be translated back into natural language to ensure that all the signees have
the same interpretation.



4. Tt also lets incentivized users to learn to write in the formal language before natural
language translation is perfected.

2.4 Natural Language Programming

Programming is a powerful tool, which previously is available only to developers. Non-
developers are dependent on commercial products or company’s in-house developers for
automation. Developers have to code in all the supported options, often limited by the need
to keep the menu-driven interfaces manageable. As a result, software today is developed
to support only the majority and most profitable use cases.

Previous work in natural language programming focuses on translating natural language
into code of existing programming languages, such as Python [63, 90, 68] or SQL [93, 88].
It is unclear why a developer would find coding Python in natural language is useful, since
they are not bogged down by the syntax of Python. The research on SQL focuses mainly
on answering natural language queries. Given a corpus of questions and translations,
batch training can be performed end-to-end by testing if the answers are correct, using
reinforcement learning. This is not possible for our work because our language performs
side effects affecting the real world.

At the same time, unlike previous work in semantic parsing with abstract meaning
representations [4, 66], our goal is not to understand general natural language. Our scope
is limited to families of sentences such as commands and access control restrictions, in the
domain of what is controllable with a computer. Additionally, users are incentivized to use
understandable language with the virtual assistant, like how we have adapted to Alexa’s
limitations and learned to write in Graffiti before handwriting recognition became feasible.

Unlike other programming languages, ThingTalk has a simple construct, but it utilizes
all the known APIs in Thingpedia. The translator must understand how the web works
as represented by the APIs. Thus, our goal is to create a deep-learning neural network
we call LUInet. As Thingpedia gets populated with the world’s public APIs, LUInet will
learn how humans operate the internet of things and services. The considerable overlap
between various services presents opportunities to improve learning and robustness with
multi-task learning. The pre-trained LUInet will be made openly available, like VGG,
Alexnet for image understanding. This resource is likely to accelerate our technology in
natural language understanding with respect to computer interfaces.

2.5 Federated Virtual Assistants and Blockchain

Despite years of research in distributed systems, the only mainstream distributed commu-
nication system used today is Email, invented before the Arpanet. Most consumers value
convenience more than privacy; a successful distributed system must offer a better user
experience than the centralized counterparts. Here we propose to use a federated virtual
assistant with natural language programmability to give users unprecedented control over
how they share their internet resources.

Sharing is broken today. People wishing to share must have accounts with the same
services, and are limited by what is supported by the provider. Or, we need to give out our
account credentials, and hence full access to our accounts. If we use Facebook or Google
credentials to sign on to an account, sharing the credential to one service will means sharing
many others.

Our solution is to let our virtual assistant shares data for us. Requests for data are sent



Figure 1: The open, distributed Almond virtual assistant with Thingpedia (an inter-
operable skill repository), LUInet (a neural network to translate natural language into
ThingTalk code), and Distributed ThingTalk Protocol for inter-virtual assistant commu-
nication.

as ThingTalk programs to the owner’s assistant, which executes them, upon the owner’s
approval. We use remote Thingtalk program execution to implement sharing between
consumers. Requests for data are executed by the owner’s virtual assistant, subject to
the owner’s access control, and only the need-to-know results are shared. The owner
can share anything they can access via the virtual assistant without the need to disclose
their credentials. The Distributed ThingTalk Protocol (DTP) supports inter-operability
between virtual assistants, just like SMTP supports sharing by email servers. As Almond
is open-source, we make it easy to create inter-operable virtual assistants.

Consumers data today are kept by service providers in the cloud, and we would like to
control how such are shared with third parties. One important application is health care,
where data sharing is retricted by HIPAA. Tt is useful to give patients flexibility, while main-
taining control, so they can contribute select personal health data for the sake of advancing
health care research, possibly with renumeration from pharmaceutical companies. As dis-
cussed, being natural-language interpretable, ThingTalk is an effective high-level language
for describing these contracts. We need to keep these contracts, as well as data-sharing
transactions, in a trusted, indelible, auditable log. We propose the use of blockchain, imple-
mented with federated byzantine agreements, as an efficient, trusted, decentralized storage
for this purpose.

2.6 Open Systems

Academia and open-source community have a tradition in creating open technology that
disrupts or prevents monopolies. Unix, first released in 1971, and subsequently BSD and
Linux gave rise to server and mobile OSes used widely today. The NCSA Mosaic browser,
first released in 1993, and subsequently Netscape and Firefox offer an open-source solution
to the Internet Explorer. We note that timeliness is important; e.g. Linux could not disrupt
the desktop because Windows was well entrenched on the PCs. Our research so far gave
us a lead in NL-programmable virtual assistants; it is important to popularize the open
system as soon as possible.

Being open-source, Almond can be offered as services by different vendors. We envision
that there will be free services supported by ads, paid services that respect privacy, and
home servers that let users keep their own data. This achieves the goal of giving users choice
and encouraging competition, rather than having just a monopoly or duopoly platform
provider, leaving no meaningful alternatives.

3 A Natural-Language Programmable Personal Web

In this section, we first present the technical details of the Almond prototype, then describe
the research challenges that we will address in this project.



3.1 Feasibility Study: the Almond Prototype

To study the feasibility of this approach, we have prototyped Almond, and made it available
as a web service and also an Android app; users can run Almond on their own devices, thus
owning all their credentials and data, if desired. Its skill respository, Thingpedia, currently
contains the APIs of over 60 devices and 200 functions.

The high-level architecture of federated virtual assistants [11] is shown in Figure [l
Users issue virtual assistant commands in natural language; the commands are translated
by the deep-learning neural network called LUINet into ThingTalk. ThingTalk has a
simple construct that can connect multiple functions in the Thingpedia knowledge base.
Thingpedia is a crowdsourced repository containing natural language interfaces and open
APIs for any device or service. For privacy, all the personal data and credentials are
stored in the Almond virtual assistant, whose code is open-source and can be run on
personal phones or home servers. The virtual assistants communicate using the Distributed
ThingTalk Protocol to support sharing between users.

3.1.1 Thingpedia and ThingTalk
Let us first present the syntax for the basic ThingTalk construct:
when, pwuen = get, peer = do

The program consists of one, two, or three of the clauses, separated by =: a WHEN
clause, a GET clause, and a DO clause. The WHEN clause specifies when the command will
be triggered. In the syntax, when can refer to “now”, a calendar or interval timer, or the
monitoring of a retrieval function f with the syntax “monitorf(...)”; in the latter case, the
command is executed automatically whenever the result of f(...) changes. get in the GET
clause calls a retrieval function, while the DO clause calls the action function indicated by
do. If unspecified, the DO clause defaults to “notify”, meaning that the results will be
presented to the user.

For example, the following program continually monitors the user’s Instagram profile
for new pictures that have hashtag #cat, and copies them on the user’s Twitter account:

monitor @instagram.get pictures(), contains(hashtags, #cat)
= Q@twitter.post_picture(url = instagram.url, caption =" cat”)

Input parameters can be passed as keywords to each function, and output parameters
can be referred to by name in later functions. Both the WHEN and the GET clause can
include predicates, denoted by pwuex and pger respectively, which operate on the output
parameters of the current and the previous functions. Information flows from the WHEN
clause to the GET clause and then finally, to the DO clause.

The power of ThingTalk derives from the large number of APIs in Thingpedia. Each
function entry includes the API, with its list of input and output parameters and type
information, its implementation, example utterances for natural language training, and a
canonical confirmation sentence to ensure that the input command was parsed correctly.
An example Thingpedia entry for a security camera is shown in Fig.[2. The represented
function “@security_camera.event” has no input parameter and 3 output parameters.

3.1.2 Access control

We generalize ThingTalk to specify access control policies with the following syntax: [12]:



Retrieval function: @security_camera.event

Parameters out picture_url : URL

out has_person : Boolean

out has-motion : Boolean

Example utterances | “get a snapshot of my security camera”

“show me my security camera”

“when there is a new event detected on my security camera”
“when my security camera detects a person”

“when my security camera detects motion”

Confirmation “the current event detected on your security camera”
Returns a list no
Can be monitored yes

Figure 2: The security camera entry in Thingpedia.

]50—7 € = SELF : ’LUhen, ﬁVVHEN = get, ﬁGET = dO, ﬁDO

This syntax lets the owner specify who, p,, can make the request; the request can be
an entire ThingTalk program with WHEN, GET and DO clauses, augmented wildcards for
generalization. The owner can impose predicates Pwugn, Parr, Ppo ON the parameter values
and results returned from any retrieval function in Thingpedia to limit disclosure. Thus,
the language lets us express who, what, when, where, and how the data is to be shared,
including the flow of information between multiple services.

For example, the constraint “allow students to post any ACM articles with tag ‘access
control’ to our lab’s Facebook account” is expressed as follows:

group(o, @students), e = SELF : now = @acm.search, contains(tags, “access control” )
= @facebook.post, url = acm.url

With this extension, Thingtalk policies is a form of attribute-based access control [92],
a classic method of access control. Yet, ThingTalk differs from existing ABAC policy
languages, like XACML [58], because it constrains the execution of the whole program,
rather than individual sub-requests. It is easy to understand what programs are allowed
by a ThingTalk policy: they are all the programs that replace wildcards in the policy
with concrete value and that respect the constraints. ThingTalk policies are also easy to
compose, as they use only positive assertions (a program is always allowed, never explicilty
disallowed), hence there is no confusion or conflict between the policies being composed.

ThingTalk also differs from program policy languages, such as Polymer [5] and
Resin [91]. Those policy languages are written by developers, often the same authors
of the program being checked, to enforce high level constraints such as security or data
integrity. ThingTalk is instead written by end users to permit limited execution programs
that are otherwise not allowed; it must be understandable at a high level, without regard
to the actual implementation.

We have formalized the meaning of ThingTalk with denotational semantics, and proved
that constraint conformance can be formulated and enforced using SMT (Satisfiability
Modulo Theories). Our experiments show that the SMT solver is fast enough to handle
conformance in real time.
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3.1.3 Natural Language Translation

The first challenge we faced was that there is no high-quality training data set for com-
pound virtual assistant commands. Inspired by the Sempre project, we developed the
following methodology for collecting training data. We sample the formal grammar, and
use the natural language templates to create a synthetic training set, consisting of pairs
of natural language utterances and its equivalent in code. We crowdsource paraphrases
of the synthetic training set. We extract more templates based on the inputs, and repeat
the process of generating more synthetic data and getting paraphrases until the training
set contains a representative sample. We then design and train a semantic parser with the
synthetic and paraphrased data. We analyze the errors and refine the language, library
representation, and the semantic parser.

We experimented with two neural models: sequence to sequence with attention [76,
21] and an updated version of Transformer [80] which supports multi-modality generation.
As in previous neural semantic parsing work [87, 45], the target program is encoded as
a sequence of productions in the formal grammar of ThingTalk, augmented with explicit
type annotations. This sequence of productions is generated by a deterministic parser.
The decoder learns a conditional probability for the next production given the history. By
using a copying mechanism 56, 139], we are able to retrieve free-form parameters such
as “Good Morning!” and “take you pills” from anywhere in the sentence and insert them
in the output.

On the ThingTalk dataset we created, which includes a set of 24,566 paraphrased
commands, corresponding to 3,410 distinct programs in ThingTalk, the Transformer model
achieves 77% accuracy. This suggests that it is feasible to create an accurate semantic
parser for initial system experimentation, and the amount of data needed is scalable with
the growth of Thingpedia.

3.2 Research Agenda

The results reported above were obtained after about two years of work. We started by
defining and implementing Thingpedia and ThingTalk, we generated synthetic data and
paraphrased them with Amazon Mechanical Turk workers. Our first attempt to create a
semantic parser failed. We discovered that it was very hard to get quality data because our
workers are unfamiliar with the concept of event-driven commands. The paraphrase would
be erroneous and there is little variability in the sentences. This prompted us to develop
the methodology to amplify variability observed by incorporating them in synthetic data
through templates.

After getting a good quality data set, we discovered an even more fundamental problem.
The accuracy of the semantic parser depends on the design of Thingpedia and Thingtalk.
This means that the data representation, ThingTalk, and the neural model need to be
co-designed. In the original design of Thingpedia, it had three kinds of APIs, triggers
of events, retrievals, and actions, to match the WHEN, GET, DO clauses in the ThingTalk
program. For example, Twitter provides a callback primitive which triggers on tweets,
say, with certain hashtags; it also provides a retrieval primitive to retrieve existing tweets
with certain hashtags. The availability of triggers and retrieval functions depends on what
is supported by specific devices. The confusion between triggers and retrievals makes it
impossible to create an accurate semantic parser.

Our solution is to unify triggers and retrievals as one set, so we can use either in the

11



WHEN and GET clauses. This requires us to change the implementation of ThingTalk, for
example, to poll retrievals to turn them into triggers. This design simplifies the users’ men-
tal model, makes the semantics more uniform, and improves the accuracy of the semantic
parser.

The interaction between Thingpedia, ThingTalk, and LUInet present new challenges
that require joint research across different disciplines in computer science. We now describe
our research agenda to scale our prototype from 200 functions to the world of public APIs,
and from paraphrased sentences to natural sentences in the wild.

Expressiveness of ThingTalk. Is ThingTalk expressive enough to cover what con-
sumers want to say? Because ThingTalk is a generalization of IFTTT recipes, we know it is
express enough to cover the 75 million recipes created at IFTTT. What about the expres-
siveness of the ThingTalk extension as an access control policy language? We conducted
a preliminary user study with 60 AMT workers, and found that 85% of their proposed
access control use cases can be expressed as ThingTalk, provided that APIs they need are
implemented in Thingpedia.

Next, we will study the expressiveness of ThingTalk for controlling how a service
provider can share our data with third parties. Examples of scenarios include health
care institutions sharing data with CDC (Centers for Disease Control and Prevention) and
pharmaceutical companies, or social networks sharing user behavioral data with advertis-
ing networks, or schools sharing transcripts with potential employers or other schools, or
the OS sharing hardware access (GPS, accelerometers) with apps. It has been shown, for
example, the access of gyrometers can let applications identify the speaker and even parse
speech|[?]. ThingTalk can be used to constrain the permission given to apps.

Representing the World’s IoT and Services. As Thingpedia grows, we envision
it will host many services in the same domain and with similar functionality, but different
APIs. Every entry in Thingpedia today contains the raw APIs as supplied by each service
provider and the terminology is not standardized. This is problematic for services because
users may not use the expected word for a specific service, or might not know what specific
APIs and parameters are available. We envision eventually Thingpedia will accumulate
all the possible data and actions associated with each category of devices. It will be able
to respond intelligently even if a particular device is missing expected functionality. For
example, if a user asks to dim a light-bulb that does not support dimming, the virtual
assistant can indicate as such instead of saying it does not know what the user wants or
behaving erratically.

Data programming is a technique to collect information using heuristics that may be
erroneous, and uses statistical methods to extract the signals from the noise [70]. We plan
to use data programming to acquire Thingpedia entries automatically and to regularize the
information. We will investigate how to automatically derive linguistic interfaces from ex-
isting websites, and to identify common primitives across similar services. The consistency
and comprehensiveness of Thingpedia are key to the success of our virtual assistant.

End-to-End Learning of Natural Language. Today, APIs in Thingpedia must be
annotated with natural language metadata. This metadata includes a canonical sentence
for each API that can be used to confirm or ask permission for a command, it includes the
name of each parameter and how it is used in filters and projections, how the agent should
ask for missing parameters, and how each result is presented to the user. It also allows us
to reason deterministically about the correctness of confirmation sentences, which is key to
the security of federated assistants. The use of this hard-coded table of annotations makes
the dialog agent ungrammatical and unnatural. It also limits the ability to use datasets or
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conversation traces collected from other systems. We will study how all natural language
commands, questions and responses can be learned from end-to-end, crowdsourced user
interactions. We will investigate whether transfer learning, multi-task learning, as well as
the use of compositional understanding and generation architectures can be applied, so
that the knowledge acquired on one service can be transferred to new services.

One of the biggest opportunities to improve generalization and performance is to ex-
ploit multi-task learning, including doing multi-domain learning across domains or dialects
and transfer learning to reuse things learned on one task for similar tasks. Neural model
in general have a strong record in transfer learning [13], and in particular we have recently
shown strong results for multi-task learning on NL tasks using a technique that al-
lows semi-supervised learning from a combination of labeled and unlabeled training data.
Almond provides an ideal setting for such an approach to perform well: ThingPedia pro-
vides a common core ontology that can be shared, and although tasks are disparate, the
share many elements (opening things, sending things, playing things, etc.) that will allow
effective cross-task generalization.

Compositionality. A natural language understanding system, in any domain, must
understand compositionality, because natural language in inherently compositional: com-
plex sentences and textbfs are composed of small words and phrases. The ThingTalk
dataset is the first moderately large, high-quality dataset of compositional commands
from an open domain, in which compositionality for semantic parsing models can be in-
vestigated. Previous work in studying this important problem used toy datasets or
IFTTT [67, 6, 21,90, 51]; the latter suffers from such a high amount of noise examples
(unintellegible, non-English, spam, etc.) that the best reported program accuracy is 3.7%.

Using the ThingTalk dataset, we will investigate how different models can generalize
to unseen combinations, including combinations involving wholly new devices trained with
limited data. An emerging research question in deep learning is precisely how to model
compositional reasoning [46]. We have done some initial work in this area in the domain of
Visual Question Answering [33], where we treated the image as a “knowledge base.” Here,
we can take advantage of a richer, larger knowledge base and aim to apply extensions of
this architecture to the composition of command sequences.

Understanding High-Level Concepts. Much of the power of natural language
actually comes from the fact that it “chunks” useful high-level concepts. One way to
achieve this is to allow introduction of higher-level concepts by explicit instruction from
users. Current virtual assistants are frustrating to users because they do not learn on
the job; it is the user that needs to learn “what works”. In the alternative of “on the job
learning” [84)/83], a system can be explicitly instructed. For example a user can say “When
I say ‘Remind Mary of her appointment.” that means look up Mary’s next appointment
and send a text with content ‘Mary, here are the details of your upcoming appointment’
followed by details of the next appointment.” Remaining challenges here include learning
how to abstract variables (here, “Mary”) and learning the implicit contextual restrictions
and generalizations that are appropriate (“Remind Mary to be polite” is very different).

Robust Performance on True Data. Machine learning models are commonly
trained and tested on data that is very similar, yielding a model with high results in theory,
but poor performance on real data. The ThingTalk prototype is no different: we trained
and evaluated our model on paraphrased data — a corpus with a different distribution than
real users’ commands.

Can we build a robust model that, while trained on skewed, artificial or even wholly
synthetic data, can achieve good performance in the real world task? Acquiring a large
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Figure 3: Dad’s request for Alice’s security camera in natural language is translated into
a ThingTalk program, which is executed by Alice’s virtual assistant, according to Alice’s
access control, specified in natural language and translated into ThingTalk.

training set of real user data, even unannotated, is a chicken-and-egg problem, until the
system is performing well enough to attract users. Our preliminary results on ThingTalk
suggest that the combination of paraphrased and synthetic data can improve the quality
on paraphrased data, but the effect depends heavily on the structure of the model and
the training strategy. We plan to investigate the use of robust optimization and robust
statistics, off-policy learning 59|, curriculum learning [7, 40, 41] and possibly other
techniques. This will be made possible by having a baseline system that is deployed in a
real user setting, acquiring enough data to evaluate our approach.

Full System Considerations. Our goal is to create a deep neural LUInet that can
understand all the commands related to the open internet APIs. We expect the biggest
challenge to be compositionality as Thingpedia scales. We need to extend the current test-
ing with paraphrased data to data in practice. We need also to complement the LUInet
with techniques to personalize the parser for higher accuracy, automatically generate pre-
cise, yet natural, sentences to confirm the commands, generate dialogs to refine users’
commands, suggest useful commands, and help users discover new capabilities.

4 Federated Architectures

Federated virtual assistants, with natural language programmability, lets users share any-
thing their assistant can access easily. Our proposal is to have all sharing requests be sent
to the owners virtual assistant which, upon the approval of the owner, will perform the
requested commands on behalf of the requester and return the results [12].

4.1 Federated Virtual Assistants

In this design, the owner’s assistant performs the task on behalf of the requester and
only returns precisely the allowed result. A access control compliant ThingTalk program
is translated into distributed ThingTalk programs, executing on the requester and the
owner’s virtual assistant, and they communicate via a secure remote execution protocol,
called DTP (Distributed ThingTalk Protocol). We illustrate this protocol with an example
in Fig. 3. The example shows a dad accessing his daughter’s security camera through
Almond. (a) Dad first makes a request to his virtual assistant in natural language, (b)
Dad’s virtual assistant translates the request into a ThingTalk program and sends it to
Alice’s assistant. (c) Alice’s assistant checks if the program conforms to Alice’s previously
specified ThingTalk policies, possibly with the addition of run-time checks. If so, Alice is
notified that the program will be run. If not, (d) Alice’s assistant translates the program
into natural language and as Alice for approval; upon which Alice can provide additional
constraints (e). If permission is given, the assistant (g) executes the request, potentially
with Alice’s additional constraints, and returns the detected events to Dad’s assistant; (h)
Dad’s assistant then notifies Dad of the result.

This example illustrates how this protocol supports a simple, intuitive user experience,
while providing security. The requester’s assistant abstracts away the details of communi-
cation. The owner can specify access control policies for future requests, so they do not
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have to approve the requests one by one. The owner can give approval on demand; this
is important because it is hard to anticipate possible requests and specify access controls
a priori. The owner can impose additional constraints, instead of denying a request flat
out. The owner is given a full description of the program in natural language, to prevent
the vulnerability of executing unknown remote programs. This is made possible because
ThingTalk is an NL-target language. Only the need to know requested data is returned to
the requester.

Research Challenges, Experimentation and Validation. This research shows a
promising approach that shifts the control of sharing from service providers to the individ-
uals owning the data. This design is general and extensible: the requester can potentially
access anything the owners virtual assistant can, which is defined by the open-world ency-
clopedia of virtual assistant skills. Sharing does not require the requester to get an account
with the service provider; nor is the sharing limited by what is supported by the service
itself. The design is secure and supports privacy. Only need-to-know information is dis-
closed: a requester receives precisely the approved shared results, and does not gain access
to any credentials or additional information.

In a preliminary study with 20 users, 18 liked the proposed concept, and 14 liked the
prototype we have developed. In a survey where 200 people are asked if they would share
20 different personal resources, the number of people willing to share doubles if they can
impose access controls like the ones allowed in ThingTalk. This suggests that there is
interest and need among consumers for access control. However, as one of the users in our
study notes, the concept is “totally new and great” but it has a “high barrier to entry”.

This project aims to develop and validate all the technologies necessary to make this
concept a reality. Besides improving on previously noted research topics in Thingpedia,
ThingTalk, LUInet, we have to address the complexity of access control. Access control
is known to be complex and error-prone [54, 75]. The topics to address include the
interactions betwen different access control rules, corner cases that users may not be aware
of, and potential unintended consequences when the enable a rule. As discussed in Sec-
tion [6.1] we plan to perform an end-to-end test to evaluate the feasibility of giving users
autonomy in internet resource sharing.

4.2 Blockchain

A key requirement for users to trust Almond is knowing not just that it will enforce
access control and protect their data, but that they can learn what has happened to their
data. We will use blockchain technology to implement a highly-available global directory
and indelible audit trail, ensuring both that people can find and get access to data when
needed, and that they can be held accountable for doing so.

Consider a person whose desired policy is to allow any medical personnel to access his
or her medical records in case of emergency, and to empower a healthcare proxy to take
decisions in case of incapacity. Several pieces are required to implement such a policy:
Medical personnel need to know what medical institution is storing the patient’s medical
records. They need to declare an emergency, so as to gain access to the records. Finally,
they need to be held accountable for declaring an emergency.

A blockchain offers several properties that are well suited to such tasks. First, a
blockchain’s data is widely replicated, ensuring very high read availability and concur-
rent read throughput in almost any scenario. This is ideal for low-update, critical, global
databases (such as a directory of users’ primary medical institutions) that aren’t owned by
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Figure 4: Automatic generation of GUIs from natural language, before and after styling
with ImagineNet

any particular institution and hence must be updatable in a decentralized way. Second,
blockchains provide a very strong append-only property ideal for “break-glass” procedures
such as declaring a medical emergency. Finally, blockchains provide a robust means of
disseminating security critical data, such as credential revocations when someone is fired.

Unfortunately, despite these appealing properties, traditional mined blockchains such
as Bitcoin [61] are not a good fit for the applications we envisage. In particular, proof-
of-work blockchains (the dominant paradigm) require long latencies to publish data,
and more to publish it securely. Bitcoin has an average block latency of 10 minutes, with
multiple blocks required for increased security. Though other blockchains have tuned this
lower, under reasonable assumptions 10 minutes may be the right value to accommodate
maximum network delay [64]. Second, the security of mined blockchains is inherently tied
to cryptocurrency-denominated mining fees, which may be incomparable to the extrinsic
damage caused by tampering with audit logs, policy logic, or credential revocations.

PI Mazieres has proposed Federated Byzantine Agreement (FBA) [55] as an alternative
to mining-based consensus. His Stellar Consensus Protocol (SCP) construction has been
used by the Stellar and Mobilecoin blockchains, and, because it relies only on digital
signatures, can reach global consensus in just a few seconds. SCP’s key innovation is
allowing quorums to be defined in a decentralized way based on each node’s idea of sets
of organizations important enough in aggregate to speak for the whole network. Because
these decisions are based on organizations’ reputations, this model invalidates one of the
key assumptions required for a successful Sybil attack [22], making it possible to have both
open membership and secure Byzantine agreement.

We will conduct research on the following questions:

e Improve on the SCP algorithm. By randomizing the algorithm between ballots, we
will achieve provably efficient termination even in the presence of malicious nodes.

e Develop a simple and efficient credential and policy replicated state machine on top of
SCP to be used in ThinkTalk. Unlike turing-complete smart contracts, whose compu-
tational complexity must be metered in cryptocurrency, we will factor functionality
such that the bulk of policy is implemented outside the blockchain, and only very
simple abstractions like flags, audit records, and delegation need be created on-chain.

e Incorporate non-cryptocurrency related blockchain topics into Stanford’s blockchain
class, CS251.

5 Graphical Virtual Assistants

After testing Almond with users, we found that a dialog based interface is limited for some
types of user interactions. Users wanted a GUI to be able to see notifications, interact
with UI elements such as sliders, and view images. We can give users much better access
to their personal web if their frequently used high-level ThingTalk commands are turned
into widgets with GUIs automatically. We have created such a prototype system, called
Brassau , and the results of five automatically generated widgets are shown in Figure
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Figure 5: Crowd research is a crowdsourcing technique that has enabled access to
research experiences for over 1,500 people from 62 countries. Participants achieve upward
educational mobility while creating research systems and co-authoring papers at top-tier
ACM venues.

We want our automatically generated GUI to be not just functional, but aesthetically
pleasing as well. We propose to create ImagineNet, a neural network to generate aestheti-
cally pleasing GUIs. Our technique is based on neural style transfer, which has previously
been proposed to copy the style of a painting onto a natural scene. When applied to GUISs,
however, style transfer renders GUIs illegible as the graphical elements lack definition.
We found that the style as captured by the original formulation is missing a key compo-
nent, which is the way structure is conveyed in the original painting. By including this
component in the style transfer, the objects in the resulting transformation remain well
defined. This technique allows us to leverage the large collection of masterpieces to create
aesthetically pleasing GUI.

The results show that when a user specifies their programs using natural language,
we are able to automatically produce a graphical user interface for them to interact with
their program. Without the user having to specify any extra additional information, the
produced GUI is well designed and aesthetically interesting. We plan to continue to use a
deep-learning approach to improve our GUI layout, and to create an end-to-end tool for
generating great designs. Aesthetics is seldom considered in the creation of decentralized
systems, but we believe that this needs to be changed if we wish to attract users to this
platform.

6 Experimentation and Project Validation Plan

We propose three experiments to test if this technology can be used by (1) consumers to
share their internet resources; (2) researchers to collect and protect personal data in big
data analytics projects; (3) healthcare to share EHR (Electronic Health Records).

6.1 Access Control for Consumers

It is challenging to perform virtual assistant experiments because they are predicated on
having a lot of data: a well populated Thingpedia, real-life virtual assistant commands,
and natural-language utterances for training the semantic parser. Amazon has reportedly
hired over 1000 engineers to develop Alexa. This problem is representative of the difficulty
increating, developing and deploying distributed systems in general. Research topics such
as cryptographic private aggregation techniques cannot be tested in the wild because com-
panies are not interested in helping users share, say, their locations without learning about
where they are.

A distributed computing ecosystem needs a distributed experimental testbed. We pro-
pose to reach out to high-school and college students to create a large-scale research plat-
form for advancing social good with distributed computing. In this way, we give students a
chance to get excited and learn about technology, participate in cutting-edge research, and
learn about the importance of privacy. Our first research topic is to validate if federated
virtual assistants can be used to support fine-grain sharing across all the internet services,
while preserving privacy.
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To achieve this, we will build upon our previous work on crowd research [78]. Crowd
research (Figure [5)) is a crowdsourcing technique for conducting high-quality remote re-
search with distributed participants with varied backgrounds. So far, crowd research has
engaged over 1,500 volunteers from 62 countries worldwide in the development of top-tier
research. 74% of crowd research participants thus far have been from institutions with low
access to research opportunities, and many have gone on to top-tier institutions afterward.

The technique utilizes an iterative cycle of open contribution, synchronous collabo-
ration, and peer assessment to coordinate distributed efforts. Crowd research projects
proceed under the leadership of a PI; projects thus far have spanned human-computer in-
teraction, computer vision, and computational social science. Our goal in this project is to
increase the scale by an order of magnitude by reaching out to historically black colleges in
the United States and other under-represented groups, recruiting them with virtual assis-
tant development as the subject of research. We hope this will help create a much needed
testbed for distributed, privacy-oriented algorithms and software.

From our preliminary user study in access control with our prototype, we hypothesize
that we can use natural language to support many sharing use cases of interest to con-
sumers. We will share with students the vision, the technology, and keep them informed of
the progress they help to make. It is a project where students of different technical levels
can participate. They can be a test subject, they can suggest use cases, contribute natural
language utterances, ThingTalk commands, and Thingpedia entries, improve the natural
language semantic parser, etc. They can help recruit participants, design and carry out
surveys, and disseminate information about the project.

6.2 Research on Hybrid Physical4Digital Spaces

To test if Almond can help researchers protect and collect personal data in research projects,
we are collaborating with a cross-disciplinary team in Civil Engineering, Computer Science,
Education, Psychology, Law in their Hybrid Physical+Digital Spaces (HPDS) project.

The HPDS project aims to develop a building information platform that promotes
both environmental sustainability and occupant wellness and that can be easily employed
in building design and management. This platform will use information technology and
readily modifiable, environmentally sustainable building features to adapt buildings for
occupant performance and wellbeing while encouraging sustainable behaviors, both auto-
matically and by encouraging occupant intervention.

The proposal is to develop pattern detection sensors and software that measure occu-
pant behavior, cognition, emotion, relations, and physiology, as well as determine associ-
ations between building qualities and occupant wellbeing and behavior. Leveraging these
insights, the plan is to create a set of digital and physical adaptations and rigorously test
their effects on occupants.

This research calls for collecting information from sensors on personal devices (smart-
phones, smartwatches, and fitness bands) to measure step counts and other physical activ-
ity, heart rate variability (an indicator of stress), and vocal prosody (indicators of mood).
Further, smartphone usage logs will be used to detect sleep quality and alertness; emails
and SMS messages will be analyzed to detect cognitive performance and mood.

Almond provides an infrastructure that makes it easy to run different experiments and
provides privacy and transparency. We propose using an admin virtual assistant that is
responsible for running the experiment and collecting data, and that each user will run a
personal virtual assistant to gather data. All the primitive operations for collecting data
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and submitting data will be entered in Thingpedia. The admin can issue data requests
to all the participant’s virtual assistants such as the daily phone usage or steps taken;
they can ask the assistants to report the sentiment analysis results of the SMS messages
to assess the user’s mood rather than demanding the raw highly personal communication
data. In addition, the admin can monitor the progress of self reports and issue commands
like “Remind the participant for their mood at 8pm every day, if they have not submitted
the information” to prompt users for input.

This architecture lets the experiment designer add experiments easily by entering the
new APIs into Thingpedia, and sending additional requests to the participants. We will
experiment with automatic GUI generation to improve the interface for self reports and to
give users visual reminders.

6.3 Data Sharing in Health Care

To advance our understanding of how decentralized ThingTalk contracts can be used in im-
portant domains like health care, we are partnering with HTC Healthcare and a blockchain
team in Computer Science at National Taiwan University in two health data sharing ex-
periments.

Emergency room EHR. In an Emergency Room (ER) setting, there is tremendous pres-
sure to make rapid decisions with complete information. With CDC and local hospitals,
HTC is developing an ER-EHR system, through which an ER can access a patients dis-
tributed EHRs in real time to perform quality care. Such access consent can be formulated
as a smart contract stored on Almonds blockchain. In the contract, a patient makes an
agreement with his hospitals to keep his EHRs, and the patient further delegates the ac-
cess right of his records to any ER services. In the case when the patient is incapacitated,
the contract can be located on the blockchain and executed to provide the ER with the
EHRs retrieved from the hospitals listed on the contract. This research will be carried in
partnership with Taiwan CDC and local hospitals.

Medication Adherence Management Poor medication adherence contributes to inade-
quate symptom control, increased use of health care resources, higher medical costs, and
markedly higher mortality rates. Working with Machay Memorial Hospital, HTC launched
a medication management mobile app in 2016. However, the app usage is low as most pa-
tients do not routinely enter their data. We plan to integrate with the medication manage-
ment app a smart pill tracker, an IoT device that tracks when medicine is taken. Actions
such as relapse reporting and over-dosage warning can be specified through ThingTalk and
a contract written with recipients specified. IoT devices that monitor vital signs such as
blood pressure, blood oxygen, heart rate, and temperature may subsequently be added to
gauge medication effectiveness and side effects.

This research will be carried in partnership with Machay Memorial Hospital, Taipei.

7 Results from Prior NSF Support

Lam: NSF Expedition on “Programmable Open Mobile Internet (POMI) 20207, NSF
Award 0832820, $10,000,000, August 15, 2008-November 30,2014.

Intellectual merit: Pioneered the software-defined network. Developed an open social
OS based on a novel distributed semantic file system, where users can keep their data in
the repository of their choice.
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Broader impacts: The industry is embracing SDN and it is projected to be $150B
industry and open source is thriving in SDN. And SDN is also one of the hottest topics in
research conferences. The 5G architecture is all based on SDN principles.

Bernstein: NSF CAREER award “CAREER: Enabling expert crowdsourcing via coor-
dination, targeted contribution and education”, 11S-1351131, $550,000, January 1, 2014
through December 31, 2018.

Intellectual merit: The CAREER grant is supporting PI Bernstein’s work on
computationally-guided expert crowdsourcing. The current proposal is complementary
in that it focuses on creating an open community of contributors, rather than paid
crowd work. The CAREER has led to the development of “flash teams” and “flash
organizations” of crowd experts, which won Best Paper awards at UIST 2014
and CHI 2017 [79]. Other contributions include novel microtask crowdsourcing tech-
niques [73, 85, 115,20, 47,143], educational support for crowd workers [77],
and social scientific studies of crowd work [2, 31} 34, 16]. The award does not overlap with
the projects described in this proposal.

Broader impacts: Graduate students who participated in projects on the grant have
gone on to become researchers at Adobe Research and Facebook Data Science, as well as
in industry at B12. The grant has also been used to launch public tools that support crowd
workers, as well as public education materials.

Landay: NSF IIS funded project Interaction Economics: Instruments that Measure
Social-Computational Systems (NSF Award #I1S-1110965, $766,000, September 2011-
February 2017)

Intellectual merit: Measured utility through online labor markets and utilize this in
human-computer interaction and design [51]; developed tools to allow measuring utility via
online experiments and use these measured utility values to, for example, summarize the
subjective qualities of particular user interfaces and study fundamental labor economics
issues.

Broader impacts: Determined the attention needed to eliminate unconscious dis-
crimination in hiring using tools developed in this project.

Maziéres: Award 1040190, $ 427,602, 09/01/2010-08/31/2015: FIA: Collaborative Re-
search: NEBULA: A Future Internet That Supports Trustworthy Cloud Computing.

Intellectual merit: The primary result of this work was to demonstrate the feasibility
of building a global network in which packets may only be forwarded along a path if all
organizations along the path consent to that path [62]. With this approach, changes
to fundamental services such as inter-domain routing become analogous to changing the
domain name system (DNS) today. Another significant result of the project was EyeQ, a
hypervisor-based network fairness mechanism for multi-tenant datacenter networks [37, 38].
Finally, a third result was “tiny packet programs,” or TPP-a highly restricted form of
active networking that exports network switch ASIC features to smart packets that can
be processed at line rate [36, 35]. TPP promises to enable far greater innovation in cloud
datacenter networks, because hardware vendors can implement TPP without predicting
which network features will be important in the future. Other results included tools for
facilitating network debugging [29, (30].
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Broader impacts: Ph.D. students supported on this project have gone on to influen-
tial positions in industry at Cisco and Andreesen Horrowitz.

Manning: NSF award 11S-1514268 $1,100,000.00. June 1, 2015-May 31, 2018; no cost
extension to May 31, 2019. RI: Medium: Deep Understanding: Integrating Neural and
Symbolic Models of Meaning. (Dan Jurafsky, PI; Christopher Manning; Percy Liang)

Intellectual merit: The results of our project have had a large impact on our ability
to use combinations of neural and symbolic approaches to do semantic understanding of
human language, including novel models of discourse coherence, models that combine text
and networks, novel models of interpretability of embeddings and neural models, new
ways of combining adversarial learning with text processing, and novel neural models for
conversational dialogue.

Broader impacts: The project has trained 17 graduate students, postdocs, and un-
dergraduates, including 6 women, who have received weekly mentoring from the PlIs in
various phases of the project, with training in research methodology, in career develop-
ment, and in the research content described above. One woman postdoc from this project,
Yulia Tsvetkov, has now begun her faculty career at CMU. Three graduate students have
graduated: Will Hamilton is starting a faculty job at McGill this year. Raine Hoover re-
ceived her MS and Jiwei Li received his PhD and both are now at startups. Finally, the
undergraduate, Jon Gauthier, graduated and is now a PhD student at MIT.

We have described and distributed our algorithms in publications, talks, and open
source software. Neural approaches to NLP are finding many commercial applications
in task like translation, chatbots/dialogue, and summarization, and our research actively
informs and is informed by this broader industry work.

Publications: Understanding neural models: [48, 42]; coreference: [18, [19]; sum-
marization: [74]; neural language understanding: [10, 27, 28]; events: [32]; dialogue:
[49, 160, 26]; neural sequence translation models: 86].

Research products: The algorithms have been described in publications and
described in talks to the community and in talks given by the PlIs to computer sci-
ence departments around the country. Several systems have been incorporated into
the Stanford CoreNLP open source NLP software, which is widely used by research
labs and companies around the country, including in particular Clark’s statisti-
cal and neural coreference systems: https://stanfordnlp.github.io/coref.html
and Muzny’s quote annotator: https://stanfordnlp.github.io/quote.html.
Several datasets have been made publicly available, including: The SCONE
dataset for learning models of context-dependent executable semantics at:
https://nlp.stanford.edu/projects/scone/; the network model of Reddit inter-
action at: http://snap.stanford.edu/data/web-RedditNetworks.html; and quote
attribution data: https://stanfordnlp.github.io/quote.html.

8 Conclusion

Our goal is to transform mobile and ubiquitous computing by letting individuals program
their virtual assistant in natural language. This research will create an open and inter-
operable web of services, IoT devices, and virtual assistants. This proposal aims to establish
a commercially viable distributed virtual assistant ecosystem by crowdsourcing data and
creating a starter user community. It will also have the impact of producing a generation
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of students who understand the importance of privacy and new technologies for mobile and
ubiquitious computing.
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